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Setting the Stage

=)\

* The federal government is currently operating under a Continuing Resolution (CR)
that allows federal agencies to spend funds at the current rate (as set in FY 2017
appropriations).

* The CR expires on December 8, 2017; it will have to be extended — the question is
for how long.

* The federal debt ceiling was raised in March 2017, but Treasury was able to
continue raising funds through “extraordinary measures”

 The Emergency Supplemental Appropriations Act for Hurricane Harvey relief
formally extended the debt ceiling until December 8, 2017.

* Congress adopted the Congressional Budget Resolution for 2018 on October 26,
2017; it sets out the framework for moving forward.



Congressional Budget Resolution for 2018
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* Provides an allowance (and reconciliation instruction ) to enable tax reform
legislation with an increase in the deficit of $1.5 trillion over 10 years
— Reconciliation process has privileged Senate floor procedures and requires only
a majority vote

* Sets caps on discretionary spending that are binding on FY 2018 but not
necessarily binding in future years
— FY 2018 limits are consistent with the statutory caps set in the Budget Control
Act of 2011
— Outyear non-defense caps are reduced by a cumulative total of $0.6 trillion
over 10 years



Congressional Budget Resolution for 2018
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* Projects an increase in the debt ceiling of about $6 trillion over the next 10 years;
requires separate vote to amend the statutory ceiling

* Annual budget deficits will be on the order of $0.5 trillion annually for the next 5
years; then tapers down to $77 billion projected deficit in FY 2027
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Status of FY 2018 Appropriations Bills
EJM o P

Interim 302b Allocation 1,140.9* 1,106.1*
Reported Bills 1,139.9 518.1
To Go (Allocation) - 610.0
Total 1,139.9 1128.1
Final Budget Resolution 1,056.0* 1,056.0%*
Reductions needed -83.9 (-7.4%) -72.1 (-6.4%)

Memo: Energy & Water
Development Appropriations Bill
Total $37.6B $38.4B

*Assumes Defense (Function 050) spending at 2011 Budget Control Act
(2018 National Defense Authorization Act (NDAA) is above the cap)



Department of Energy FY2017 Budget

($ Billions)
Total Funding: $29.7 B

Applied

Energy R&D:
54.4B

$1.6

NNSA: $12.5B
Science: $5.4 B

Other: S1.1 B

EM: S6.3 B



The Sick Leave E.O. Has Taken Effect:
What Government & Contractors Need to Know

November 16, 2017
Shlomo D. Katiz
skatz@brownrudnick.com

© 2017 Brown Rudnick LLP



How Did We Get Here?

* President Obama called 2014 his “year of action”. ..
» Executive Order 13658, Establishing a Minimum Wage for
Contractors (Feb. 12)

e Executive Order 13665, Non-Retaliation for Disclosure of
Compensation Information (April 8)

e Executive Order 13672, Amendments to E.O. 11246, Equal
Employment Opportunity (July 21)

e Executive Order 13673, Fair Pay and Safe Workplaces (July 31)

« OFCCP - Proposed Rule to Collect Summary Compensation Data
fromn Contractors in New Equal Pay Report (August 6)

°* And the next year:

» Executive Order 13706, Establishing Paid Sick Leave for Federal
Contractors (Sept. 7, 2015)

© 2017 Brown Rudnick LLP



What Will We Learn@

nen did the new sick leave regulations take

fecte

Nnat are agencies required to do nowe
Nat are contractors required to do now?e
NO IS entitled to sick leave?

Nnat can sick leave be used fore

no Will pay these new costse

Nat are best practices for compliancee

© 2017 Brown Rudnick LLP



When did the rules take effecte

* Executive Order issued September 7, 2015 (Labor
Day)

* Nofice of Proposed Rulemaking published February
25,2016

* Final Rule issued September 30 2016 (81 Fed. Reg.
67,598)

* Effective date: Applies to contracts resulting from
solicitations issued after January 1, 2017

* Applies to “new contracts”
* FAR Clause 52.222-62

© 2017 Brown Rudnick LLP



When did the rules take effecte

© 2017 Brown Rudnick LLP



Who can earn sick leave®@¢

* “Employee” - any person engaged in performing
work on or in connection with a confract covered
by the Executive Order, and whose wages under
such contract are governed by the Service
Contract Act, the Davis-Bacon Act, or the Fair
Labor Standards Act, including employees who
qualify for an exemption from the Fair Labor
Standards Act’'s minimum wage and overtime
provisions, regardless of the contractual relationship
alleged to exist between the individual and the
employer.

© 2017 Brown Rudnick LLP



What contracts are covered®e

* “New" confracts

* To be covered, a contractor must have a
covered contract pursuant to the detailed
coverage rules in 29 C.F.R. § 13.3.

* |f a confractor does not have a contract
that meets the definition of a covered
contract, it will not be obligated to change
anything.

© 2017 Brown Rudnick LLP



How iIs sick leave earned@e

* Employees on covered contracts must be
permitted to earn not less than 1 hour of paid sick
leave for every 30 hours worked.

* A contractor may not set a limit on the tofal
accrual of paid sick leave per year, or at any point
In fime, at less than 56 hours

* Paid sick leave accrued under the order must carry
over from one year to the next and must be
reinstated for employees rehired by a covered
contractor within 12 months after a job separation.

© 2017 Brown Rudnick LLP



How can sick leave be used?

* Employees will be able to use paid sick leave for an

absence resulting from:

e physical or mentalillness, injury, or medical condition;

e obtaining diagnosis, care, or preventive care from a
health care provider;

e caring for a child, a parent, a spouse, a domestic partner,
or any other individual related by blood or affinity whose
close association with the employee is the equivalent of @
family relationship who has any of the conditions or needs
for diagnosis, care, or preventive care described above or
Is otherwise in need of care; or

© 2017 Brown Rudnick LLP



How can sick leave be used?

* Employees will be able to use paid sick leave for an

absence resulting from: (continued)
 domestic violence, sexual assault, or stalking, if the time

absent from work is for the purposes otherwise described
above, to obtain additional counseling, to seek
relocation, to seek assistance from a victim services
organization, to take related legal action, including
preparation for or participation in any related civil or
criminal legal proceeding, or to assist an individual related
to the employee as described above in engaging in any
of these activities.

© 2017 Brown Rudnick LLP



For whom else may leave be takene

* Lleave may be used to care for the employee's child,
parent, spouse, domestic partner, or any other
individual related by blood or affinity whose close
association with the employee is the equivalent of a
family relationship

* Individual related by blood or affinity whose close
association with the employee is the equivalent of a
family relationship means any person with whom the
employee has a significant personal bond that is or is
like a family relationship, regardless of biological or
legal relationship.

© 2017 Brown Rudnick LLP



For whom else may leave be takene

* “Although a confractor may ask questions to
determine if the use of paid sick leave s justified, such
as iInquiring of an employee who asks to fake leave to
care for a close friend who was in a car accident
whether that friend is someone whom the employee
considers to be like family, the contractor may not
demand infimate details upon receiving a positive
response to such an inquiry.

© 2017 Brown Rudnick LLP



What should contractors be doinge

®* Review contracts and solicitations for presence of
Sick Leave clause

* Prepare managers and back office for new
requirements

* Schedule training sessions
® Revise pricing templates

* Prepare subcontractors and administrators for more
flowdowns, oversight and reporfing

* Don’'t panic!

© 2017 Brown Rudnick LLP



Reductions in Force

Ross Friedman

November 16, 2017

www.morganlewis.com
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Top Ten RIF Mistakes

Too fast — improper pre-RIF planning, hasty and poor communications

Too slow — multiple rounds of reductions, business paralysis, and “the retained employees
are leaving” problem

Poor process, poor criteria, no control, poor documentation, and (later) no witnesses who
can remember anything or anybody

Relying on performance evaluations, problems with evaluations and failure to address them

Deficient vetting of RIF selections

Deficient (or no) statistical analysis of RIF selections

Failure to address severance pay plans and policies (“I thought you read the benefit plan”
problem)

Failure to adequately address union/contract claims

Deficient waivers/releases (the “I thought you read our release form” problem and “people
actually sue under OWBPA” surprise)

Inadequate and ineffective (or worse) communications with employees upon exit, and
WARN/state law notices (if required)

© Morgan, Lewis & Bockius LLP 2



RIF Planning

Goals and Objectives:

— Determine the desired goals to be accomplished through
the organizational change.

— Several |mPortant considerations: |
The effect the RIF will have on business and operations

Better alignment of resources

Reducing staffln%/post_s _ _

Ensuring that staffing is reduced in the appropriate areas

Ensuring the client is reducing the right employees

— Retain skills and abilities to do remaining and future work
- Right people in the right jobs going forward

— Full legal compliance o
- Minimize the potential for litigation and litigation-related costs

© Morgan, Lewis & Bockius LLP 3



RIF Planning (cont.)

Make sure the company keeps the employees they need!

— Organizational change fosters insecurity

— Clients should identify key personnel pre-RIF

- To effect organizational change

- Tolead in the future

— Consider retention agreements

© Morgan, Lewis & Bockius LLP 4



RIF Planning (cont.)

Recommend creating/utilizing an organizational change
committee

— Key business executives from key business sectors
— HR

— Legal

— Public relations/communications

- Develop a team with change management experience

© Morgan, Lewis & Bockius LLP 5



RIF/Criteria for Selection

 Key Areas Attacked by Plaintiff In RIF Litigation:

— Demonstrate failure to follow RIF procedures

— Challenge accuracy of reason for selecting particular
employee for termination

— Focus on “similarly situated” employees outside
plro_tet(_:ftfed group treated more favorably than the
plainti

— Evidence of new hires at or about time of RIF
— Use of statistics

— Direct evidence of discrimination

© Morgan, Lewis & Bockius LLP 6



RIF Procedure

Process, process, process. . .

— Develop and follow a defined and defensible process.

— Ensure that clear goals and directives have been
articulated and understood.

— Beware of expanding/control the scope of the
decisional unit

© Morgan, Lewis & Bockius LLP 7



RIF Alternatives

Voluntary Plan / Early Retirement Plan

— What are the pros and cons?

© Morgan, Lewis & Bockius LLP 8



Voluntary EXxit Incentive Programs

Advantages of a voluntary program

— Reduces risk of EEO discrimination claims

- Especially important where targeted workforce consists of
disproportionate number of employees in a protected class

— Employees who volunteer will sign a release

— Likely less damaging to employee morale

© Morgan, Lewis & Bockius LLP 9



Voluntary Exit Incentive Programs (cont.)

Disadvantages of a voluntary program

— Potentially more difficult to target terminations with
precision _

— Often must offer greater inducement

—May not achieve goals fast enough

—Risk of “arm-twisting” by manager

— Cost uncertainty (but can put caps on amount)

— Potential for oversubscription (i.e., may lose personnel

that employer wants to retain) |
- May be alleviated to some extent through careful design and
|m{)lementat|on of eligibility rules of the program

— Greater potential for ERISA fiduciary breach claims by
employees who voluntarily retire prior to announcement

of program o | |
- Risk can be minimized with proper planning

© Morgan, Lewis & Bockius LLP 10



Voluntary Exit Incentive Programs (cont.)

Important issues to raise before you can implement a
voluntary plan:

Do you have time for a voluntary plan?
« What considerations go into the selection process?

— Number?
— What depts.?

— Process?

What if too many volunteer?

What if too few volunteers?

What if someone volunteers who you don't want to go?

© Morgan, Lewis & Bockius LLP 11



Other Alternatives to RIFs

 Pay reduction

 Hours reduction (problem for exempt employees in some
states)

 Furloughs
 Eliminate contractors and temps

« Partial week shutdowns (not for exempt employees in some
states)

 Full week shutdowns
 Forced use of vacation (requires notice in some states)

« Reducing amount of vacation (must be prospective and
requires notice)

© Morgan, Lewis & Bockius LLP 12



Issues to Consider

« What is the business rationale and objectives?
e How many people will be affected?
« Which states are impacted?
 Are there affected employees in other countries?
— Which countries?
« Are any employees on avisa?
« What is the timeline?
« What should be kept privileged and how will you keep it privileged?
« Who will you interact with?
— Legal/HR tension
« Who will make the decisions on who should be let go?

 Will decisions be reviewed, and if so by whom?

© Morgan, Lewis & Bockius LLP 13



Issues to Consider

 What factors will be considered in making the
decisions?

— Eliminate open positions that are not necessary from
a functional/operational budget standpoint.

— Ensure that business side understands that _
eliminated positions generally cannot be reconstituted
and filled for a period after the RIF.

— Position Eliminations

» Restrict re-hires, temp hires within certain time period

« WATCH “position eliminations” as cover to “upgrade”

© Morgan, Lewis & Bockius LLP 14



Issues to Consider

— Function/Business area eliminations

e Generally less risk

« WATCH where work is allocated
— Position consolidations

« Combination of two or more positions

» Relative performance assessment inherent in selections
— Performance

 Performance is a valid criteria

* Poses greatest risk -- tests client’'s performance
management processes

© Morgan, Lewis & Bockius LLP 15



Issues to Consider

Should employees be ranked? If so, what
criteria?

What is the company going to do about
contractors and temps?

What departments will be affected?
Is bumping allowed?
Will employees be allowed to transfer?

How will communications be handled?

© Morgan, Lewis & Bockius LLP



Issues to Consider

« How will confidentiality be maintained?

« How much severance will be paid?

— Will outplacement be offered?

— COBRA reimbursement?

© Morgan, Lewis & Bockius LLP 17



Issues to Consider

* |Is WARN going to be triggered?
« How about State WARN Acts?

« What documents need to be prepared and
who will prepare them?

« How will employees on LOA be treated?

— Should they be included on the decisional unit list?

© Morgan, Lewis & Bockius LLP



Risk Factors

« What are the risk factors and when/how do you
identify them?

Is on, or recently returned from, a leave of absence (FMLA or
otherwise, including intermittent absences)

Has a disability

Is pregnant

Is within six months of vesting for a significant benefit event
Has complained of discrimination, sexual harassment or another
form of harassment or has pending or previous employment-
related litigation

Has made whistleblower-type complaints

Has or may have a litigation support role in any ongoing or
threatened litigation that might require future cooperation

© Morgan, Lewis & Bockius LLP 19



Issues to Consider

 Will appeals be allowed from decisions?
— If so, to whom and what is the process?

 Will employees depart on notification day?

* Do you need to do anything to retain
remaining employees?

© Morgan, Lewis & Bockius LLP 20



Issues to Consider

* Do you need to keep some employees for a
transitional period?

— How do you incentivize them?

— How do you handle them on the decisional unit list?

e |If both spouses work at the company, should both
be let go?

« What to do about paying bonuses?

— Should release be required to receive a bonus?

© Morgan, Lewis & Bockius LLP 21



Issues to Consider

* Check website to remove all posted
positions.

« Does company have arbitration agreements?

 Are RIF’ed employees eligible for rehire?

© Morgan, Lewis & Bockius LLP 22



How To Implement / What Needs To Be

Done And Who Will Do It?

 Develop atimeline
 Develop guidelines for decision makers

« Communications to employees, media, customers

— Practice Pointer: Communications are essential to:

* Maintain morale
* Dispel/inhibit rumors

 Retain workforce

e Determine severance benefits

 Prepare form to document decision making process

© Morgan, Lewis & Bockius LLP 23



How To Implement / What Needs To Be

Done And Who Will Do It?

* Prepare releases
e Conduct appropriate training

 Mgmt Communications/Training

(1) Explain RIF Procedure (criteria, process, role played by
documentation, disclaimers)

(2) Explain organizational objectives

(3) Address supervisor fears/concerns (possible retention agmts,
severance issues, etc.)

(4) Explain reasons for reduction
(5) WATCH: role of attorneys and “privilege waivers”

(6) Retain “Mgmt Training” Docs: think “Exhibit A”

© Morgan, Lewis & Bockius LLP 24



How To Implement / What Needs To Be

Done And Who Will Do It?

e Do not assume managers (including HR) know
how to implement the RIF/organizational
change.

* Prepare for termination day (notifications,
security, return of property, access cutoff)

* Notification of non-RIF’ed employees

© Morgan, Lewis & Bockius LLP



How To Implement / What Needs To Be

Done And Who Will Do It? (cont))

« Employee/Public Communications: think
“Exhibit A”

(1) Employee announcement letter (meetings)
(2) Questions & answers (WATCH: discoverable)

(3) Benefits information

© Morgan, Lewis & Bockius LLP



How To Implement / What Needs To Be

Done And Who Will Do It? (cont))

* Prepare for the unexpected

— Employees who complain the day before notification
meetings

— Employees who will not leave
— Employee theft

— Employees who goes to the press or create a blog

© Morgan, Lewis & Bockius LLP 27



Adverse Impact Analysis

« Who will prepare?
e Is it privileged?

« What information do you need?

© Morgan, Lewis & Bockius LLP



Adverse Impact Analysis (cont.)

« What analyses will you run?
— Over 407, over 507?, over 607
— By minority?
— Causacian v. minority?
— Company-wide?

— By decisionmaker?

© Morgan, Lewis & Bockius LLP 29



Adverse Impact Analysis (cont.)

e What is a bad result?

— Standard deviation greater than 2
« What do you do if result is bad?

— Can decisions be justified?

— Watch for reverse discrimination if changes are made

© Morgan, Lewis & Bockius LLP 30



Decisional Unit

« Everyone within scope of authority of decision maker?
« Departments focused on?

e Groups where people compared to each other?

o |f person above approves is he/she decision maker

 |f person above has power to change, is he/she decision
maker?

— Does it depend on whether changes were made?

« Can one person really make a decision for hundreds of
people, or must decisional units be smaller?

© Morgan, Lewis & Bockius LLP 31



Decisional Unit

« Do you include contractors?
Do you include foreign employees?
« Who gets the list?
« Age on what date?
— Whole numbers - don't round
e How do you handle employees whose positions are

being eliminated but who are being transferred to
another group?

© Morgan, Lewis & Bockius LLP 32



OWBPA Attachments

 Who prepares?
* RIsks In preparing?

— Integrity of data is essential.

© Morgan, Lewis & Bockius LLP 33



Release Issues

* Should everyone be given the same release
and right to rescind, even those under 40?

« What if release terms are changed after
agreement given to employee - does that
start the 45 days running again?

* Do you have one standard release or have
different releases from the employees in the
different states?

© Morgan, Lewis & Bockius LLP



« When is WARN triggered?

— Employer must have 100 or more employees

— Plant closing _(tshu_tdown of an employment site, facility or
"operating unit” — I.e., an identifiable structural part of the
business like a department, product line, or work
function) involving 50 or more employees

— Layoffs involving 50-499 employees constituting 33% of
the full time work force at a single site

— Layoffs involving 500 or more people at a single site

— Layoffs of less than 6 months do not trigger WARN

© Morgan, Lewis & Bockius LLP 35



Who Do You Count As An

Employee For WARN?

 People who work less than 20 hours/week not
counted (considered “part-time” employees under
WARN, generally excluded from most WARN
calculations)

« Don’t count employees who have worked less than 6
months of the prior 12 months preceding the date
that notice would potentially be required (also
considered “part-time” employees under WARN,
generally excluded from most WARN calculations).

© Morgan, Lewis & Bockius LLP 36



Who Do You Count As An

Employee For WARN?

Don’t count transfers from one job to another job at the same
location.

(NOTE: WARN also has a provision relating to “relocations and
consolidations” where, in some circumstances, an offer of
transfer — or an employee’s acceptance of such an offer —to a
different location may be excluded from what WARN considers
an “employment loss.” The operation of this exclusion
requires an evaluation of whether or not the offered transfer is
to another location within a “reasonable commuting distance”;
If so, making the transfer offer means the employee is not
counted as experiencing an employment loss; if not, the
employee is not counted as experiencing an employment loss
ONLY if the offer is accepted.

© Morgan, Lewis & Bockius LLP 37



Who Do You Count As An

Employee For WARN?

e Employees on leave may count as an employee
 Consider each site separately

 Look at all employment losses in the prior 90 days
(iIn some circumstances, the aggregation period is 30
days, but it is normally best to assume, at least
initially, that a 90-day period of aggregation will

apply)

© Morgan, Lewis & Bockius LLP 38



If WARN Is Triggered What Happens?

60 days notice of termination from receipt to
employees (or union rep)

— Detalled requirements in the law on what the notice
must contain

 Notice to State representative
 Chief Elected official of local government

where layoff or plant closing occurs (city and
county)

© Morgan, Lewis & Bockius LLP



Can You Pay In Lieu Of Notice?

e Not intent of law

* Risky because employee loses benefits and
accrued vacation which otherwise would
have received during notice period

 Better to put employees on paid leave if you
don’t want them around

© Morgan, Lewis & Bockius LLP



Can You Offset WARN Liability

With Payment Of Severance?

 Not if employee entitled to severance under

severance plan unless severance plan
specifically provides that it coordinates with

WARN payment.

© Morgan, Lewis & Bockius LLP



Do You Give Everyone The WARN Notice Or Only

The Employees In The Affected Facilities?

 Only has to be given to employees in specific
facilities where WARN is triggered, but many
companies give to everyone out of fairness.

© Morgan, Lewis & Bockius LLP



How Do You Pay Sales People

During WARN Period?

 Many companies don't want them working
and interacting with customers when they

know that they are being fired.

* Yet entitled to earn commissions during
WARN period.

© Morgan, Lewis & Bockius LLP



The Termination Meetings

« Now itis timeto let the employees who are
peing RIF'ed know.

« How do you help the client prepare for the
termination meetings?

© Morgan, Lewis & Bockius LLP



The Termination Meetings

 Where will they take place?
« Who will be present?
« Can they all be done in one day?

 In person or by phone?

— how to handle remote employees?

« How to box up employee's personal effects?

« How to retrieve company property?

— Have a list beforehand

© Morgan, Lewis & Bockius LLP 45



The Termination Meetings

e What will be said?

- Rngardlng reasons for termination (consistent with
paperwork)

— How to respond to employee’s questions?
« Why me?

Who else?

Can | appeal?

| am getting a lawyer

This isn't fair

© Morgan, Lewis & Bockius LLP 46






Agenda

 The influence of technology and Electronically Stored
Information ("ESI") on longstanding rules of professional
ethics

« MRPR 1.6 - Confidentiality

 The evolving landscape for an attorney's obligation to
maintain client confidences

« MRPR 1.1 -- Competence

 The technology, ESI and social media challenges for both in
house and outside counsel

e Questions



Ethics and ESI at DOE and NNSA Labs and Sites

e The DOE and NNSA Labs and sites maintain enormous
systems collecting, using and archiving ESI

e Contentious and long-running litigations (e.g., the
"Downwinders" case and FCA actions).
e Cost pressures from litigation

 The work identifying, collecting, analyzing and producing
ESI can be among the most significant drivers on a
litigation's cost

 Part 719, Legal Management rules



WHAT MAKES ESI DIFFERENT?
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WHAT MAKES ESI DIFFERENT?

Common
Metadata
Document
Qroperties



WHAT MAKES ESI DIFFERENT?

Typical header
information




WHAT MAKES ESI DIFFERENT

Expanded
header
iInformation




WHAT MAKES ESI DIFFERENT?

Track
Changes
Hidden Edit

Information includes the date of creation, the date last modified or
accessed, the owner of the computer on which the document was
created, the length, the number of edits. and the date and time of

Example of Hidden Edits «...--| Formatted: Font: 16 ot

------------------------------------------------------------------------------------- - { Formatted: Centered

Here’s what it looks like when vou either forget to turn off
the “Track Changes” feature before you save a document,
or when someone recovers the past editg[from an

“unscrubbed” word processing document.

‘_-{Comment: Or “Comments’ like these. }




MPRR 1.6 -- Confidentiality

e August 2012 Amendments to the ABA Rules of
Professional Conduct

Model Rule 1.6 requires confidentiality. Rule amended to
require lawyer to “make reasonable efforts to prevent the
Inadvertent or unauthorized disclosure of, or unauthorized
access to, information relating to the representation of a
client.”

Comment to Model Rule 1.6 amended to include factors to
be considered in determining whether lawyer made
reasonable efforts and to state that, “[a] client may require
the lawyer to implement special security measures not
required by this Rule or may give informed consent to forego
security measures ***” and to note that state or federal laws
may require lawyer to take additional steps, but that this is
“beyond the scope of these Rules.”

10



Confidentiality

 New York Rule of Professional Conduct 1.6 cmt.16
"Factors to be considered in determining the
reasonableness of the lawyer's efforts include, but are not
limited to:
() the sensitivity of the information;
(1) the likelihood of disclosure if additional safeguards are
not employed,
(i) the cost of employing additional safeguards;
(iv) the difficulty of implementing the safeguards; and
(v) the extent to which the safeguards adversely affect the
lawyer’s ability to represent clients (e.g., by making a
device or software excessively difficult to use).”

11



Confidentiality

American Bar Association Standing Comm. on Ethics and

Prof’| Responsibility, Formal Op. 477 (May 11, 2017)

o “[C]yber-threats and the proliferation of electronic
communications devices have changed the landscape and it

IS not always reasonable to rely on the use of unencrypted
email.”

12



Confidentiality

 New York City Bar Association Prof’| Ethics Comm.,
Formal Op. 2017-5 (July 25, 2017)

e Discussing attorneys’ ethical duties before, during, and after
border searches of electronic devices containing clients’
confidential information

13



Confidentiality

« Confidentiality: Ownership and access to electronic
systems

Miller v. Zara USA, Inc., 151 A.D.3d 462, (1st Dep’t 2017)
(“[P]laintiff[, the defendant’s general counsel,] lacked any
reasonable expectation of privacy in his personal use of the
laptop computer supplied to him by defendant Zara USA,
Inc. . . ., his employer, and thus lacked the reasonable
assurance of confidentiality that is foundational to attorney-
client privilege.”)

Peerenboom v. Marvel Entm’t, LLC, 148 A.D.3d 531, 532
(1st Dep’'t 2017) (“Given the lack of evidence that Marvel
viewed any of [the nonparty’s] personal emails, and the lack
of evidence of any other actual disclosure to a third party,
[the nonparty’s] use of Marvel’s email for personal purposes
does not, standing alone, constitute a waiver of attorney
work product protections.”)
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MRPR 1.1 -- Competence

e August 2012 Amendments to the ABA Rules of
Professional Conduct:
 Model Rule 1.1 requires competent representation of clients.
Comment to 1.1 requires lawyer to “keep abreast of

changes in the law and its practice.” Comment amended to
Include “the benefits and risks associated with technology.”

15



MRPR 1.1 -- Competence

 General Recommendation 5 for Judges, The Sedona
Conference® Cooperation Proclamation: Resources for
the Judiciary (Dec. 2014 ed.):

“What attorneys should be expected to be is competent
within the meaning of the Model Rules of Professional
Conduct and/or its federal and state equivalents. For
example, and at a minimum, an attorney should understand
how to reasonably ensure client confidences when using
email. Moreover, an attorney should understand when she
needs the assistance of an eDiscovery consultant. These
are simply not matters of ethics: Attorney incompetence in
eDiscovery can lead to the waste of court and party
resources and unnecessarily increase the costs and
time of civil litigation.” (emphasis added).
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MRPR 1.1 -- Competence

e Some Examples:

Failing to properly redact information
e Inadvertently transmitting metadata

« Failing to encrypt or otherwise protect confidential
Information given the context

 Understanding privacy settings on your social media and
other apps

17



MRPR 1.1 -- Competence

 The State Bar of California Standing Committee on

Professional Responsibility and Conduct -- Formal Opinion
No. 2015-193 (June 30, 2015)

 In handling a case involving ESI, attorneys must either have
the required technical competence themselves, associate
with co-counsel or expert consultants that have the
necessary competence, or decline the representation

18



What are those duties re ESI?

* Initially assess e-discovery needs and issues, if any;

 Implement or cause to be implemented appropriate ESI
preservation procedures;

 Analyze and understand a client’'s ESI systems and
storage;

19



What are those duties re ESI?

 Advise the client on available options for collection and
preservation of ESI,;

» Identify custodians of potentially relevant ESI;

 Engage in competent and meaningful meet and confer
with opposing counsel concerning an e-discovery plan;

20



What are those duties re ESI?

e Perform data searches;

 Collect responsive ESI in a manner that preserves the
Integrity of that ESI; and

 Produce responsive non-privileged ESI in a recognized
and appropriate manner.

e QOther Sources:

 Hon. Joy Flowers Conti & Richard N. Lettieri, E-Discovery
Ethics: Emerging Standards of Technological Competence,
The Federal Lawyer 28 (Oct./Nov. 2015),
http://lettierilaw.com/documents/FBAEdiscoverEthicsArticle
OctNov2015.pdf
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Competence -- Litigation and Discovery

What should a competent attorney know about developing
and executing searches of ESI?

“[W]here counsel are using keyword searches for retrieval of
ESI, they at a minimum must carefully craft the appropriate
keywords, with input from the ESI's custodians as to the
words and the abbreviations they use, and the proposed
methodology must be quality control tested to assure
accuracy in retrieval and elimination of ‘false positives.”

William A. Gross Constr. Assocs. v. American Mfrs. Ins. Co.,
256 F.R.D. 134 (S.D.N.Y. 2009).
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Competence -- Litigation and Discovery

 What should a competent attorney know in the litigation
context?

The Sedona Conference “Jumpstart Outline”

“The Sedona Conference® Cooperation Guidance for
Litigators & In-House Counsel” (Mar. 2011).

Note: Materials are available from the Sedona Conference
website:

« https://thesedonaconference.org/publications#ediscovery
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Ethics and Social Media

 Philadelphia Bar Ass’n Prof. Guidance Comm. Op. 2014-5
(July 2014):

 “Itis the Committee’s opinion that, subject to the limitations
described below:

« Alawyer may advise a client to change the privacy settings on
the client’s Facebook Page.

 Alawyer may instruct a client to make information on the
social media website ‘private,” but may not instruct or permit
the client to delete/destroy a relevant photo, link, text or other
content, so that it no longer exists.

 Alawyer must obtain a copy of a photograph, link or other
content posted by the client on the client’'s Facebook page in
order to comply with a Request for Production or other
discovery request.

 Alawyer must make reasonable efforts to obtain a
photograph, link or other content about which the lawyer is
aware if the lawyer knows or reasonably believes it has not
been produced by the client.” (footnote omitted).
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Ethics and Social Media

* Professional Ethics Committee of the Florida Bar Advisory
Opinion 14-1 (Nov. 15, 2015):

e Attorney may advise client to make social media content
Inaccessible to the public.

 “Provided that there is no violation of the rules or
substantive law pertaining to the preservation and/or
spoliation of evidence, the inquirer also may advise that a
client remove information relevant to the foreseeable
proceeding from social media pages as long as the social
media information or data is preserved.”

25



Ethics and Social Media

Pennsylvania Bar Ass'n Formal Op. 2014-300 (“Ethical

Obligations for Attorneys Using Social Media”) (Sept.
2014):

Attorneys may advise clients about the content of their
social networking websites, including the removal or addition
of information.

Attorneys may connect with clients and former clients.

Attorneys may not contact a represented person through
social networking websites.

Although attorneys may contact an unrepresented person
through social networking websites, they may not use a
pretextual basis for viewing otherwise private information on
social networking websites.

Attorneys may use information on social networking
websites in a dispute.
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Ethics and Social Media

e Pennsylvania Bar Ass’'n Formal Op. 2014-300 (“Ethical
Obligations for Attorneys Using Social Media”) (Sept.
2014)(cont.):

e Attorneys may accept client reviews but must monitor those
reviews for accuracy.

« Attorneys may generally comment or respond to reviews or
endorsements, and may solicit such endorsements.

« Attorneys may generally endorse other attorneys on social
networking websites.

e Attorneys may review a juror’s Internet presence.

e Attorneys may connect with judges on social networking
websites provided the purpose is not to influence the judge
In carrying out his or her official duties.”
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Questions?

Ronald J. Hedges

Senior Counsel, Dentons US LLP
212-768-5387
ronald.hedges@dentons.com

Mark J. Meagher

Partner, Dentons US LLP
303-634-4322
mark.meagher@dentons.com
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Professional Responsibility

The authors update their popular article from 2015 (15 DDEE 134, 4/2/15) to remind liti-
gators about their current obligations to understand the benefits and risks associated with

technology when they represent clients in litigation, investigations and dispute resolution.

Competence With Electronically Stored Information: What Does It Currently
Mean In the Context of Litigation and How Can Attorneys Achieve It?

By Ronarp J. HEDGES AND AMY WALKER WAGNER

ompetence is the fundamental principle upon
c which an attorney’s obligations to her client are
based.
Rule 1.1 of the American Bar Association’s Model
Rules of Professional Conduct provides:

Ronald J. Hedges is Senior Counsel at Den-
tons, where he is a member of the Litigation
and Dispute Resolution practice group. He has
extensive experience in eDiscovery and in the
management of complex litigation and has
served as a special master, arbitrator and
mediator. He also consults on management
and discovery of electronically stored informa-
tion.

Amy Walker Wagner is a partner at Stone &
Magnanini LLP, Berkeley Heights, New Jer-
sey. She focuses her practice on False Claims
Act, complex commercial, and intellectual
property litigation.

“A lawyer shall provide competent representation to a cli-
ent. Competent representation requires the legal knowl-
edge, skill, thoroughness and preparation reasonably nec-
essary for the representation.” !

Attorneys should develop this competence in order to
meet their ethical obligations to clients and potential
clients.

In addition, an attorney has ethical obligations to
third parties, such as adversaries, witnesses, jurors and
the courts. 2

As the world has changed, so too has the definition of
competence, and attorneys are required to keep pace
with the evolution.? Practitioners, rule makers, ethics
tribunals and the courts have acknowledged the signifi-
cant impact of technology on the practice of law.

For example, The American Bar Association has ex-
plicitly recognized, in a revised comment to Rule 1.1,
that an attorney’s obligation to be competent includes
the obligation to ‘“keep abreast of changes in the law
and its practice” and understand “the benefits and risks
associated with relevant technology.” *

The purpose of this article is update litigators about
the obligations of attorneys involved in litigation, inves-

1 ABA Model Rules of Prof’l Conduct (hereinafter cited as
MRPC), Rule 1.1 (2010).

2 See, e.g., MRPC 3.3 (Candor Toward the Tribunal); 3.4
(Fairness to Opposing Party & Counsel).

3 MRPC 1.1 cmt. 6 (2012 revision) (“[t]o maintain the req-
uisite knowledge and skill, a lawyer should keep abreast of
changes in the law and its practice, including the benefits and
risks associated with relevant technology, engage in continu-
ing study and education and comply with all continuing legal
edtication requirements to which the lawyer is subject.”

See id.
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tigations, and dispute resolution ® to understand the
benefits and risks associated with technology. This ar-
ticle should encourage attorneys representing a client
in any of those arenas to consider their proficiency with
the specific technology applicable to the engagement.

If an attorney is not competent to provide the counsel
required in light of the technology involved, she should
seek competent assistance, refer the matter to another
attorney or decline the representation. An attorney
should not blindly use technology in which she has no
level of competence.

Competence Fundamentals

In order to be competent when investigating and us-
ing relevant technology and electronic data, an attorney
must recognize that this endeavor implicates issues of
law, technology, privacy and security.

Decisions about technology can materially impact the
cost, course and context of litigation (including the abil-
ity to ensure that data is not inappropriately altered, to
present evidence to support the claims and defenses at
issue in the matter, to meet court or other deadlines for
the production of data, and to comply with legal and
ethical obligations to protect the data at issue).

These considerations require an attorney to evaluate,
recommend or implement appropriate decisions re-
garding technology and electronic data. Attorneys
should understand basic technological terminology and
know where to search for additional information and
continuing education. ¢

All Discovery is eDiscovery. The obligation to ensure
competence in evaluating, recommending and imple-
menting appropriate decisions regarding technology
and electronic data is overarching in a practice focused
upon litigation, dispute resolution, investigations and
regulatory inquiries.

Virtually all evidence that supports an alleged claim,
regulatory violation or defense will be electronic in na-
ture and will require an understanding of technology.

It is no longer credible for an attorney to contend that
her practice does not involve the collection, review, pro-
duction or receipt of electronically stored information
(ESD).

The Matter Defines the Competence Required. While all
attorneys should be competent to discuss, manage and
determine strategy related to the discovery of ESI, the
ESI at issue in a particular matter will dictate the level
of sophistication required in order to be competent.

For example, attorneys involved in a single-plaintiff
employment discrimination case that involves only ESI
stored on a single computer, with no web-based, net-
work, structured, or backup data of any kind will de-
mand a less detailed understanding of the discovery of
ESI than a complex securities fraud matter with sophis-
ticated entities on both sides.

5 This article does not address the technological compe-
tence associated with the practice of transactional law or law
firm management (e.g., document management, timekeeping,
mobile computing and information security).

6 See, e.g., The Sedona Conference® Glossary: E-Discovery
& Digital Information Management (Fourth Edition April
2014).

The Impact of the 2015 Amendments
to the Federal Rules of Civil Procedure.

On December 1, 2015 the Federal Rules of Civil Pro-
cedure were amended. Given the fragility of ESI and
technology, the specific references to preservation and
Fed. R. Evid. 502 agreements underscore the need for
federal litigators to be competent with technology. ?

In addition, the explicit reference to cooperation in
the Advisory Committee Note to amended Rule 1 sug-
gests that attorneys need to engage in a cooperative at-
tempt to reduce costs and delays in litigation, which
necessarily implicates the need to discuss ESI.

The Need to Understand Technological
Issues to Negotiate Scope of Discovery

Civil discovery is a cooperative, iterative process. An
attorney’s obligation to be competent includes the obli-
gation to cooperatively conduct discovery in civil litiga-
tion. Such cooperation includes the disclosure of
sources of potentially relevant ESI.

To be competent, an attorney should be aware of the
rules and law that provide the framework for reason-
able and proportional discovery.

An attorney should understand and be able to de-
scribe the sources and characteristics of potentially rel-
evant ESI, both in her client’s possession, custody or
control, as well as data in the possession, custody or
control of her adversary and third parties.

Furthermore, an attorney should be capable of under-
standing the burden—financial, temporal and
otherwise—associated with the preservation, collection,
review and production of particular sources of ESI, both
for her client’s own data and that of her adversaries and
third parties.

To be competent, an attorney should be able to en-
gage in a cooperative discussion about the scope of dis-
covery in a particular lawsuit, including:

®m The law applicable to the discovery of ESI, includ-
ing the applicable rules of civil procedure and evidence,
as well as common law;

B Any requirements with respect to the discovery of
ESI set forth by the tribunal in which the attorney is
representing the client (e.g., a model electronic discov-
ery order endorsed by the district court in which the
case is pending, a standing order related to the produc-
tion of ESI entered by the judge before whom the case
is pending, rules applicable to the alternative dispute
resolution forum in which the case is pending);

B Any other guidance with respect to the discovery
of ESI that is significant in the tribunal in which the at-
torney is representing the client (e.g., electronic discov-
ery principles or guidelines adopted by the court in
which the case is pending);

® As discussed in more detail below, how to identify
and explain the potentially relevant ESI in the posses-
sion, custody and control of her client, including ESI in
the possession of third parties that may be deemed to
be under her client’s control;

7 See Fed. R. Civ. P. 16(b)(3)(B) and 26(f) (3).
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B As discussed in more detail below, how to request
and identify potentially relevant ESI in the possession,
custody, and control of the opposing party, including
data in the possession of third parties that may be
deemed to be under the opposing party’s control;

® How to craft, explain, negotiate and direct the
strategy for the culling of the ESI to be discovered in the
case, including specifically:

§ Whether a targeted search will be conducted;

§ Whether technology assisted review will be used,
including;:

§ Whether key word searching will be used, includ-
ing:
® To what fields such key words will be applied,

® What particular key word syntax is used by the
tool to conduct the searches, and

® Whether there are any limitations to the tool
used to conduct the searches (i.e., it lacks the capability
to search attachments to e-mails).

® How to craft, explain, negotiate and direct the for-
mat of production of the ESI to be discovered in the
case, including specifically:

§ Whether any file formats of ESI are to be ex-
cluded from discovery;

§ The file format in which to produce ESI, includ-
ing whether to produce in native or static format, or
some combination of the two;

§ The potential need for redacting documents, and
ensuring the efficacy of those redactions;

§ The handling of native file and production meta-
data for her client’s and the opposing party’s ESI, in-
cluding:

m The metadata fields available in her client’s ESI;

® The metadata fields to be produced to the op-
posing party; and

® The metadata fields that may be available in the
opposing party’s ESI and those to be produced to her
client.

Competence and Technological Issues
Associated With Identification of Relevant ESI

A critical step of the process is identifying potentially
relevant ESI. An attorney should know what constitutes
ESI and electronic locations where potentially relevant
ESI can be found.

An attorney should be capable of investigating the
potentially relevant sources of ESI in the possession,
custody and control of her client. In addition, an attor-
ney should be able to assess the potentially relevant
sources of ESI in the possession, custody and control of
the opposing party.

An attorney should understand the right questions to
pose, both to her client and the opposing party, as well
as the information provided in response to those inqui-
ries. As discussed in more detail below, an attorney also

should be able to assess and comprehend the signifi-
cance of the retention of potentially relevant ESI.

To be competent, an attorney should be able to iden-
tify potentially relevant ESI, including understanding:

®m The types of potentially relevant ESI in her client’s
possession, custody and control, including specifically:

§ Is there a document retention or destruction
policy and how is it implemented?

§ What is the e-mail system in use currently and
historically?

§ What are the implications, if any, on the availabil-
ity of potentially relevant e-mail?

§ What non-e-mail sources of communication does
the client allow (e.g., instant messaging application,
text messages, etc.)?

§ What are the potential repositories of “loose
files” (i.e., files not attached to an e-mail)?

§ What databases or structured data does the client
maintain or access that may contain potentially relevant
ESI (e.g., accounting, human resources, sales or cus-
tomer relationship manager applications)?

§ What web-based sources of potentially relevant
ESI exist?

§ What potentially relevant ESI, if any, is contained
on users’ computers or mobile devices?

§ What potentially relevant ESI, if any, is contained
on a network or shared drive?

§ Are there any legacy systems, databases or re-
positories that may contain potentially relevant ESI?

§ What kind of data back-ups are created, at what
intervals, for how long are they retained, and what in-
formation is contained?

§ What kind of newly developed technologies (e.g.,
wearable technology, telemetry) may be at issue in the
case?

§ What kind of data may be in the possession of
third parties that may be under her client’s control?

® How to request and identify the types of poten-
tially relevant ESI in the opposing party’s possession,
custody and control; and

® How to identify the employees and other users
currently or formerly associated with the client that
may have created, accessed or saved potentially rel-
evant ESI.

Competence and Technological Issues
Associated With Preservation of Relevant ESI

Common law has long recognized the obligation of a
party or potential party to preserve evidence that may
be relevant to a dispute.

The digitization of life in the 21st century through
ever-evolving technology including e-mails, instant
messaging, personal computing, file sharing servers,
databases, web-based content, mobile applications and
hundreds of other categories of ESI emphasizes the
need for early action to ensure preservation of poten-
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tially relevant data. Depending on the type of ESI and
the repository in which the ESI is stored, it may be in-
advertently and permanently lost.

An attorney responsible for the discovery of ESI
should understand the technological characteristics and
preservation implications of the potentially relevant ESI
at issue in the case.

The sometimes protracted nature of litigation may
exacerbate these concerns, as litigation often addresses
events that occurred many years in the past, and discov-
ery of that evidence does not occur until yet more time
has passed.

To be competent, an attorney should be able to rec-
ommend sound preservation strategies for potentially
relevant ESI, including understanding:

® The implications of the length of time for which
data is retained by her client or the opposing party,
such as:

§ Whether an internet or cellular service provider
automatically deletes logs of text messages after a par-
ticular amount of time;

§ Whether a web-based storage site automatically
deletes files after a particular amount of time;

§ Whether a call center retains tapes or digital re-
cordings of calls for a particular amount of time.

B Any automatic overwriting of data applicable to
potentially relevant sources of ESI, such as:

§ Whether a corporation overwrites media contain-
ing backups of active data on a particular schedule;

§ Whether an individual overwrites data saved to
her computer when she upgrades her operating system
to a new version.

m The procedures in place for data and devices used
by an employee or other user who has left a corporate
client, including;:

§ The disposition of a former user’s e-mail account;
§ The disposition of a former user’s computer;
§ The disposition of a former user’s smart phone;

§ The disposition of a former user’s personal net-
work drive;

§ The disposition of a former user’s files saved to a
shared drive.

® How to communicate the need to preserve poten-
tially relevant ESI to those individuals with the ability to
ensure that preservation, including:

§ Whether to communicate a request that an indi-
vidual with potentially relevant data preserve that ESI
(a “Litigation Hold”);

§ Whether anyone other than the individuals who
have created or accessed the potentially relevant ESI
must receive notice of the Litigation Hold, such as:

m The corporation’s Information Technology staff
who must turn off any automatic e-mail deletion proce-
dures applicable to a user’s account;

® Human Resources staff who receive notice of
an employee’s termination and set in motion a series of
events that deletes the now former employee’s ESI;

®m The corporation’s Marketing staff who has the
ability to access and modify content on the corpora-
tion’s eCommerce site; and

®m The spouse or other associates of a client who
access, use and have the ability to delete files contained
on the computer that contains the potentially relevant
ESI.

® Ensuring that recipients of a Litigation Hold are
complying with the hold by periodically reminding
them of the need to preserve evidence;

® The ability of the method of preservation to ensure
the security of the potentially relevant ESI at issue, such
as:

§ Ensuring there are no automatic deletions appli-
cable to an e-mail account that houses e-mails you have
instructed be preserved;

§ Understanding whether other users can uninten-
tionally modify files saved to a shared drive that are to
be preserved.

® When and how a client can cease the preservation
of potentially relevant ESI.

Competence and the Technological Issues
Associated With Collection of Relevant ESI

ESI resides on many platforms. For example, a single
user may have e-mail data:

® In her active e-mail mailbox housed on her em-
ployer’s exchange server,

® In archive files she created on her laptop;
® In an application on her smartphone;
m Saved to a thumb drive;

®m Saved to a firewall repository that makes a copy of
any incoming e-mail containing particular suspicious
phrases or attachments;

® In a journaling system implemented by her em-
ployer; and

® Saved to a backup tape.

To be competent, an attorney should be able to assess
locations are the best sources for the relevant ESI
sought.

In addition, the way in which potentially relevant ESI
is collected may impact the utility of that data.

For example, if a loose file is opened or copied dur-
ing the collection process, certain of the metadata fields
(like time and date-stamps and last user) associated
with the file may be altered, which may have implica-
tions on the facts that can be demonstrated by the use
of the file.

The facts of each engagement, the types of poten-
tially relevant ESI, and the facts to be proven by the use
of evidence will dictate what method of collection
should be used.

To be competent, an attorney should be able to
thoughtfully recommend collection strategies for poten-
tially relevant ESI, including an understanding of:

m The ways ESI may be collected, taking into ac-
count whether the collection method will alter evidence
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in any manner and whether that alteration will be mate-
rial;

m The implications of the collection method on the
issues in dispute in the matter, including;:

§ An assessment of what data may be altered as a
result of the collection method and ensuring the method
of collection will not prevent the parties from discover-
ing material facts, such as:

® Whether the information available in various
metadata fields (such as the date on which a file was
created, the author of a file, and the file path of a docu-
ment) may be relevant.

® Whether a targeted collection (i.e., where poten-
tially relevant ESI is collected from only particular loca-
tions) would be appropriate under the circumstances;

® Whether a custodian-directed collection (i.e.,
where the individuals with knowledge search their own
files for potentially relevant ESI) would be appropriate
under the circumstances;

B Whether a forensic collection (i.e., a complete bit-
by-bit image of the machine that may include deleted
content still available on the computer) would be appro-
priate under the circumstances;

B Whether a particular searching technology has the
capability to search data in the way in which a party has
represented, such as whether a searching tool can
search the content of e-mails and attachments, or
whether a file searching tool can search the filename
and the content of the file;

® Whether the syntax used to conduct a key word
search is appropriately drafted for the tool the attorney
is using to conduct the search.

® Whether the sources from which you are collect-
ing are complete yet tailored to the potentially relevant
ESI at issue, including:

§ Whether there is a need to collect data from a
computer if all potentially relevant ESI is stored on a
network server;

§ Whether there is a need to collect data from indi-
vidual users’ e-mail accounts when a corporation main-
tains a journaling system from which all e-mails can be
collected.

Competence and the Technological Issues
Associated With Hiring Service Providers

Many lawyers and clients partner with service pro-
viders to assist with the discovery of ESI.

An attorney is responsible for the conduct of a service
provisder or non-lawyer working under her supervi-
sion.

Accordingly, an attorney should ensure that a service
provider she retains to assist with the discovery of ESI
is competent to undertake the tasks assigned, and to en-
sure compliance with the attorneys’ other ethical obli-
gations, such as protection of confidential client data °
and adversaries’ data.'® The tools used by service pro-
viders vary significantly in their functionality, sophisti-
cation, and cost.

To be competent in the retention of service providers,
an attorney should be capable of undertaking a reason-
able investigation of the tools and services that will be
provided by the service provider, testing the service
provider’s skills and maintaining sufficient supervision
over the service providers’ work, including an under-
standing of:

®m The service provider’s experience in providing the
service and tools sought;

m The service provider’s capacity to provide the ser-
vice and tools sought;

® The pricing structure imposed by the service pro-
vider;

®m The geographic location where the service pro-
vider will process and host the client or opposing party
data collected, if any, and related implications, such as:

§ Whether the service provider will be transferring
data to a different jurisdiction that could cause the cli-
ent to violate an agreement or the law, or impact the cli-
ent’s ability to obtain the data at a later time;

® The security applied by the service provider to the
data;

® The period of time for which the service provider
will retain the data;

® The service provider’s ability to use the data for
any other purpose.

Competence and Technological

Issues Associated With Review

And Production of Relevant ESI
Technology has allowed attorneys to become increas-

ingly sophisticated in their review of potentially rel-
evant data.

8 See MRPC 5.3.
9 See MRPC 1.6.
10 See MRPC 3.4.
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Among the various technological methods available
to attorneys for narrowing the potentially relevant data
are de-duplication, near duplication and e-mail thread-
ing.

Attorneys can also rely on certain types of technology
assisted review to identify potentially responsive docu-
ments. Attorneys can use keyword searches and lever-
age metadata fields to assist in identifying particularly
sensitive or potentially privileged communications.

To be competent in reviewing and producing poten-
tially relevant ESI, an attorney should understand:

m The value of entering into formal agreements or
orders regarding the preservation, identification and
production of ESI;

m The value of entering into a claw-back or quick
peek agreement;

B The methods of ensuring that privileged communi-
cations and attorney work product, including informa-
tion embedded in metadata, are not inadvertently pro-
duced;!!

m The law applicable to the production of protected
data;

m The capabilities of the review tool used;

® The ways in which to use the technology to
achieve the goals sought;

B The methods for using keyword searching and an
understanding of its limitations;

® The methods for filtering metadata by custodian,
date range, sender, receiver and file type;

® How to use de-duplication, near duplication and
e-mail threading to reduce the overall size of the data-
set;

® Whether there are any restrictions or limitations
on the data to be searched and produced (e.g., encryp-
tion, password protection, legacy data); and

®m The precedential case law regarding the use of ad-
vanced search techniques beyond key word searches
(e.g., predictive coding, machine learning, concept clus-
tering, other advanced culling and analytics tools).

Competence and Technological Experience
Of Co-Counsel, Consultants,
Experts and Scope of Their Work

Many attorneys participate in litigation with the as-
sistance of co-counsel. In addition, attorneys retain con-
sultants and experts to assist with litigation.

It is critical for attorneys to remember that, at the end
of the day, they are accountable for the litigation and
the resulting consequences that could arise as a result
of delegating work to others, such as co-counsel, ex-
perts and consultants.

Similarly, it is critical for the attorney to understand
the technological sophistication of their co-counsel and
consultants/experts before any work is delegated or
shared.

11 See MRPC 4.4(b).

To be competent in working with co-counsel and
consultants/experts, an attorney should:

® Understand the responsibility of co-counsel and
consultants/experts;

®m Understand the technological experience of co-
counsel and consultants/experts;

®m Confirm that client data is being stored and trans-
mitted securely;

®m Confirm that confidentiality protections are being
maintained;

®m Ensure that confidentiality agreements and pro-
tective orders are implemented and followed,;

m Keep well-informed of the discovery process and
supervise decisions; and

® Understand, at least generally, any technology
that is the focus of an expert’s opinion or advice.

Competence and Technological Issues
Associated With Investigating and
Communicating With Witnesses,
Unrepresented Parties, Jurors and Courts

Attorneys should learn and follow the jurisdiction’s
limitations and requirements concerning the use of
electronic resources (e.g., text messages, search en-
gines, commercial services like Bloomberg Law, Lexis
and Westlaw, social media, online directories, websites,
etc.) in investigating and communicating with wit-
nesses, unrepresented parties and prospective or em-
paneled jurors.

To be competent in using technology to investigate or
communicate with witnesses, unrepresented parties
and prospective or empaneled jurors, an attorney
should understand:

m The restrictions on the use of electronic resources
for the investigation of witnesses and jurors;

m The reliability, credibility and accuracy of the elec-
tronic resources used for the investigation;

m The applicable jurisdiction’s rules and ethics opin-
ions governing the use of internet resources and com-
munications through social media;

® The technological implications of the electronic re-
sources used to investigate and communicate with wit-
nesses;

® The applicable jurisdiction’s ethics principles gov-
erning honesty and candor in communications with wit-
nesses and jurors, such as the prohibition against the
use of deception; and

® The obligation to ethically and appropriately em-
ploy technological resources to diligently and compe-
tently investigate publicly available information, which
will advance her client’s case.

Similarly, attorneys should know the applicable juris-
diction’s court rules, the judge’s preferences and/or
standing orders and any precedential ethics opinions
that address limitations on communications with the
court.
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Just as with traditional means of communications,
communications through an electronic medium (e.g.,
e-mail, text messages, social media, and/or other means
of electronic communication) can also raise ethical is-
sues about the propriety of the communication and
whether it is an inappropriate ex parte communication.

While some jurisdictions might not prevent a judge
from being “friends” on social media with an attorney
that appears before her, a competent attorney will be
careful to avoid creating an appearance of impropriety
or suggest that the attorney has special access to the
judge through their status as “friends” on social media.

A competent attorney who is a “friend” of a judge on
social media will also avoid posting any commentary on
matters pending before the judge.

Competence and Technological Issues
Associated With Docketing and Filing
Documents with the Courts

Filing documents with the court is another method of
communication with the court. Competent attorneys
should be educated about their court’s electronic filing
requirements and procedures for filing documents.

Attorneys should also understand their court’s re-
quirements for electronic filing and measures to take to
protect confidential or privileged information.

This article is for general information pur-
poses and is not intended to be and should not
be taken as legal advice. The opinions ex-
pressed are those of the author(s) and do not
necessarily reflect the views of their firms or
clients.

RESOURCES

Discovery and Preservation

Cases

Root v. Balfour Beatty Constr. LLC, 2014 BL 30389,
132 So.3d 867 (Fla. Dist. Ct. App. 2014) (unpublished)
(on interlocutory appeal, quashing discovery order in
part absent showing that postings where relevant and
admissible).

Allied Concrete Co. v. Lester, 736 S.E.2d 699 (Va.
Sup. Ct. 2013) (improperly authorizing the deletion of
Facebook photos).

Ellis v. Toshiba Am. Info. Sys., Inc., 2013 BL 217672,
160 Cal.Rptr.3d 557 (Cal. Ct. App. 2013) (“At the hear-
ing, Sklar’s counsel stated: ‘I don’t even know what
“native format” means.” The court responded: “You'll
have to find out. I know. Apparently [Toshiba’s coun-
sel] knows. You're going to have to get educated in the
world of. . .electronic discovery. ESI. . .is here to stay,
and these are terms you’re just going to have to
learn.” ).

State v. Scoles, 69 A.3d 559, 2013 BL 155540, 214 N.J.
236 (N.J. 2013) (demands level of “ESI competence” in
context of child pornography prosecution).

Giacchetto v. Patchogue-Medford Union Free School
Dist., 2013 BL 175080 (E.D.N.Y. 2013) (directing plain-

tiff counsel to review postings and determine rel-
evance).

Keller v. National Farmers Union Prop. & Cas. Co.,
2013 BL 611 (D. Mont. Jan. 2, 2013) (denying access to
private portions of social media cite absent threshold
showing of need based on content of public portions).

Howell v. Buckeye Ranch Inc., 2012 BL 258589 (S.D.
Ohio2012) (directing defendants to serve discovery re-
quests that seek relevant information; plaintiff’s coun-
sel may access private portions of social media ac-
counts and provide responses).

Robinson v. Jones Lang LaSalle Americas Inc., 2012
BL 223650 (D. Or. 2012) (allowing discovery of, among
other things, plaintiff’s e-mail and text messages as well
as her “social media content”).

In re Miles Taylor, 655 F.3d 274 (3d Cir. 2011) (Rule
11 and data generated from automated database).

In re Fannie Mae Sec. Litig., 552 F.3d 814 (D.C. Cir.
2009) (consequences of agreement).

Smith v. Café Asia, 246 F.R.D. 19 (D.D.C. 2007)
(plaintiff ordered to produce graphic images stored on
mobile phone).

Zubulake v. UBS Warburg (‘“Zubulake V), 229
F.R.D. 422 (S.D.N.Y. 2004) (counsel has ongoing duty
to monitor preservation and collection efforts).

Ethics Opinions

California State Bar Standing Committee on Profes-
sional Responsibility and Conduct, Formal Opinion No.
2015-193 (June 30, 2015) (answering the question about
“What are an attorney’s ethical duties in the handling of
discovery of electronically stored information?”’).

Kenneth Paul Reisman, Public Reprimand No.
2013-21 (Mass. Bd. of Bar Overseers Oct. 9, 2013) (at-
torney ordered to attend e-discovery and ethics CLEs
for failure to put client on notice of preservation obliga-
tions, for permitting client to delete non-relevant files,
and for being inexperienced in e-discovery).

NYCLA Ethics Op. 745 (July 2, 2013) (“Advising a
Client Regarding Posts on Social Media Sites”).

Secondary Sources

Robert Ambrogi, “Add Two More States To Those
That Have Adopted Duty of Technology Competence,”
Law Sites Blog (Dec. 23, 2015) (noting that Iowa and
Utah adopted the duty of technology competence rule).

Robert Ambrogi, “Two More States Adopt Duty of
Technology Competence,” Law Sites Blog (Nov. 11,
2015) (noting that New York and New Hampshire ad-
opted the duty of technology competence rule).

The Florida Bar Best Practices for Effective Elec-
tronic Communication (Aug. 7, 2015).

General Recommendation 5 for Judges, The Sedona
Conference® Cooperation Proclamation Resources for
the Judiciary 9 (Feb. 2014 ed.) (‘... at a minimum, an
attorney should understand how to reasonably ensure
client confidences when using e-mail. Moreover, an at-
torney should understand when she needs the assis-
tance of an eDiscovery consultant.”)

J. Poje, “What Matters? Knowing What To Know
About Technology,” Your ABA (ABA Legal Tech. Re-
source Ctr. May 2013).

B. Deitch, “How to Access Data from a Party’s Face-
book Profile,” ABA Section of Litigation, Technology
for the Litigator (Oct. 23, 2012).

“The Sedona Conference® ‘Jumpstart Outline’: Ques-
tions to Ask Your Client & Adversary to Prepare for
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Preservation, Rule 26 Obligations, Court Conferences &
Requests for Production” (Mar. 2011).

Duty to Supervise

Cases

Lawlor v. North American Corp. of Illinois, 983
N.E.2d 414 (111.2012) (corporation was vicariously liable
for the tort of intrusion upon seclusion as the principal
of the investigator).

Ethics Opinions

District of Columbia Bar Ethics Opinion No. 362
(June 30, 2012) (final staffing selections and the super-
vision of document review attorneys’ work must be per-
formed by an attorney).

District of Columbia Ct. of App. Comm. on the Unau-
thorized Practice of Law Op. 21-12 (Jan. 12, 2012) (“‘Ap-
plicability of Rule 49 to Discovery Service Companies”).

ABA Standing Comm. on Ethics and Prof. Resp. For-
mal Op. 08-451 (Aug. 5, 2008) (‘““The challenge for an
outsourcing lawyer is ... to ensure that tasks are del-
egated to individuals who are competent to perform
them, and then to oversee the execution of the project
adequately and appropriately).

Secondary Sources

Robert Hilson, “Five Ways to Avoid Getting Sued for
Discovery Malpractice,” The Florida Bar Journal (Jan.
2016).

Charles R. Ragan and Eric P. Mandel, “Ostriches Be-
ware: E-Discovery Ethics In Social Media,” Law360
(July 13, 2015) (“the attorney responsible for the litiga-
tion cannot simply lateral the e-discovery responsibility
off to others.”).

Data Mining

Cases

Stengart v. Loving Care Agency, Inc., 201 N.J. 300
(2010) (addressing an employer’s use of e-mails ob-
tained through a forensic analysis of a former employ-
ee’s hard drive on a company laptop).

Liebeskind v. Rutgers Univ., 2015 BL 65262 (N.J. Su-
per. App. Div. Jan. 22, 2015) (public employer utilized
software to create a report of plaintiff’s internet brows-
ing history to demonstrate time spent on non-work-
related internet sites, which the court factually distin-
guished from Stengart v. Loving Care Agency).

Ethics Opinions

“Metadata Ethics Opinions Around the U.S.,” ABA
Legal Technology Resource Center.

Mississippi Bar, Ethics Op. No. 259 (Nov. 22, 2012)
(Lawyer cannot actively search for confidential meta-
data received from another attorney).

Maryland State Bar Ass’n Comm. on Ethics, No.
2007-09 (2007) (MD has no analogue to Rule 4.4(b) and
concluded that their RPCs do not require the receiving
attorney to notify the sending attorney of an inadvertent
transmittal of information).

Pennsylvania Bar Ass'n Comm. on Leg. Ethics and
Prof’l Resp., Formal Op. 2007-500 (identified a list of
factors an attorney should consider before using meta-
data contained in an adversary’s document).

Florida Bar Prof. Ethics, Op. 06-2 (Sept. 2006) (avoid
mining non-discovery documents and notify adversary
upon discovery of inadvertently sent metadata).

ABA Formal Op. 06-442 (Aug. 5, 2006) (duty to notify
sender of inadvertent transmittal of information, but no
ethical restriction on mining and using embedded data).

New York State Bar Ass’n Comm. on Prof. Ethics,
Op. No. 749 (Dec. 2001) and Op. No. 782 (Dec. 2004)
(reasonable care required to prevent disclosure of meta-
data).

Secondary Sources
“The Sedona Conference® Commentary on Ethics &
Metadata,” 14 Sedona Conf. J. 169 (2012).

Protecting Work Product and Privilege

Cases

Stinson v. City of N.Y., 2014 BL 284883
(S.D.N.Y.2014) (requiring the return of the documents,
but permitting the receiving party to rely on material
learned to challenge privilege claims in a case without a
claw-back type agreement).

Lund v. Myers, 232 Ariz. 309 (Sup. Ct. 2013) (en
banc) (establishing procedure for in camera review of
contested documents).

Massachusetts Mut. Life Ins. Co. v. Merrill Lynch,
Pierce, Fenner & Smith, Inc., Civil Action No. 2011-
30285-PBS (D. Mass. Sept. 23, 2013) (addressing when
undisclosed communications must be turned over un-
der FRE 502(a)).

BNP Paribas Mortg. Corp. v. Bank of America, N.A.,
2013 BL 290891 (S.D.N.Y. May 21, 2013) (enforcing the
clawback procedure set forth in the parties’ Protective
Order and finding privilege had not been waived in the
large document production).

Brookfield Asset Mgmt. v. AIG Fin. Prod. Corp., No.
1:09-CV-08285 (S.D.N.Y. Jan. 7, 2013) (Rule 502(d) or-
der means what it says if document inadvertently pro-
duced).

Potomac Elec. Power Co. v. United States, 107 Fed.
Cl. 725 (Ct. Fed. Cl. 2012) (a 502(d) order cannot “pro-
tect” intentional disclosures).

Smith v. Allstate Ins. Co., Civil Action No. 3:11-CV-
165 (W.D. Pa. Nov. 8, 2012).

Clark County v. Jacobs Facilities, Inc., 2:10-cv-00194-
LRH-PAL (D. Nev. Oct. 1, 2012) (concluding that the
parties’ claw-back agreement precluded the waiver of
privilege and noting that with large ESI productions it
is cost prohibitive to expect record-by-record pre-
production privilege review).

Blythe v. Bell, 2012 NCBC 42 (Sup. Ct. Div. July 26,
2012) (finding waiver after utter failure of defense
counsel to take precautions to avoid inadvertent pro-
duction; noting that a “litigant may make a considered
choice to relax efforts to avoid that [preproduction re-
view] expense. While such choices may be informed
and reasonable ones, those choices must at the same
time absorb the risk of a privilege waiver”).

Thorncreek Apartments III LLC v. Village of Park
Forest, 1:08-cv-01225 (N.D. Ill.Aug, 9, 2011) (applying
FRE 502(b) and finding that inadequacies in defen-
dant’s review process led to waiver of privilege).

Datel Holdings Ltd. v. Microsoft Corp., No. C-09-
05535 EDL (N.D. Cal. Mar. 11, 2011) (addressing auto-
mated searches and their reasonableness).
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Castellano v. Winthrop, 27 So. 3d 134 (Fla. Dist. Ct.
App. 2010) (discussing attorney behavior that goes be-
yond inadvertence).

Jeanes-Kemp, LLC v. Johnson Controls, Inc., 09-cv-
00723 (S.D. Miss. Sept. 1, 2010) (addressing the inter-
play of Rule 26(b)(5)(B), Evidence Rule 502(b), and
ethical duties).

Rajala v. McGuire Woods LLP, No. 2:08-cv-02638 (D.
Kan.July 22, 2010) and subsequent “Order Determining
Privilege Waiver and Clawback,” 2013 BL 1445(D. Kan.
Jan. 3, 2013).

Lawson v. Sun Microsystems, 2010 BL 260034 (S.D.
Ind. Feb. 8, 2010) (addressing sanctions for the plaintiff
improperly accessing privileged, password-protected
documents produced on a hard drive by defendant).

United States v. Sensient Colors, Inc., Civ. No. 07-
1275 (D.N.J. Sept. 9, 2009) (waiver of privilege and
work product objections where there was a failure to
take reasonable precautions to correct the inadvertent
disclosure).

In re eBay Seller Antitrust Litigation, Case No. C-07-
01882-JF, (N.D. Cal. Oct. 2, 2007) (document retention
notice).

Maldonado v. State, 225 F.R.D. 120 (D.N.J. 2004) (in-
volving an “involuntary” disclosure that was not inad-
vertent and finding no waiver of the privilege).

Kinsella v. NYT Television, 370 N.J. Super. 311 (App.
Div. 2004) (holding that New Jersey courts might look
to a test modeled on Federal Rules that permits a find-
ing of waiver where there was gross negligence).

Ciba-Geigy Corp. v. Sandoz Ltd., 916 F. Supp. 404,
406 (D.N.J. 1995) (“Establishing that a disclosure was
unintentional . . . does not go far in establishing the ab-
sence of waiver. Rather, the party resisting a waiver ar-
gument must demonstrate that it undertook reasonable
precautions to avoid inadvertent disclosures of privi-
leged documents.”).

Ethics Opinions

American Bar Association, Cloud Ethics Opinions
Around the U.S. (compilation of ethics opinions related
to cloud computing by state available at: https://
www.americanbar.org/groups/departments_offices/
legal technology resources/resources/charts_fyis/
cloud-ethics-chart.html).

Iowa Ethics Op. 15-01 (Jan. 28, 2015) (“A lawyer
sending or receiving substantive communications with
a client via e-mail or other electronic means ordinarily
must warn the client about the risk of interception in-
cluding the use of a computer or other device, or e-mail
account, to which a third party may gain access.”).

Iowa Ethics Op. 15-02 (Jan. 28, 2015) (“Interception
of confidential or attorney-client communication: the
duty to stop, notify, return and, in the case of wrongful
interception, to withdraw representation.”).

Philadelphia Bar Ass’n Prof. Guidance Comm. Op.
2013-4 (Sept. 2013) (firm’s handling of former partner’s
e-mail account).

North Carolina State Bar 2012 Formal Ethics Op. 5
(Oct. 26, 2012) (“a lawyer representing an employer
must evaluate whether e-mail messages an employee
sent to and received from the employee’s lawyer using
the employer’s business e-mail system are protected by
the attorney-client privilege and, if so, decline to review
or use the messages . ...”).

ABA Formal Op. 11-460 (Aug. 4, 2011) (“Duty When
Lawyer Receives Copies of a Third Party’s E-mail Com-
munications with Counsel”).

ABA Formal Op. 11-459 (Aug. 4, 2011) (“Duty to Pro-
tect Confidentiality of E-mail Communications with
One’s Client”).

California State Bar Standing Committee on Profes-
sional Responsibility and Conduct, Formal Opinion No.
2010-179 (answering the question about “Does an attor-
ney violate the duties of confidentiality and competence
he or she owes to a client by using technology to trans-
mit or store confidential client information when the
technology may be susceptible to unauthorized access
by third parties?”).

State Bar of Arizona Ethics Opinion, Op. 07-03 (Nov.
2007) (“Confidentiality; Electronic Communications;
Inadvertent Disclosure”).

Secondary Sources

Joanna Stern, “The Future of Public Wi-Fi: What to
Do Before Using Free, Fast Hot Spots,” The Wall Street
Journal (Jan. 19, 2016).

Adriana Linares, “Information Management Skills
Every Attorney Should Know,” The Florida Bar Journal
(Jan. 2016).

Amy Walker Wagner, “Maintaining Competence in
Your Legal Practice in the Face of Technological Ad-
vancement,” The Bencher (Nov./Dec. 2015).

David G. Ries, “Encryption: Basic Security You
Should Be Using Now,” Trends (July/Aug. 2015).

Samson Habte, “Lawyers May Need to Encrypt
E-Mail in Especially Risky or Sensitive Scenarios,” 15
DDEE 226 (May 28, 2015).

Use of Social Media and Technology

Cases

Congregation Rabbinical Coll. of Tartikov, Inc. v.
Vill. of Pomona, No. 07-CV-6304 (S.D.N.Y. Sep. 29,
2015) (permitting adverse inference ‘“‘[b]ecause Defen-
dants concealed—and failed to disclose—the relevant
Facebook post and potentially a portion of the accom-
panying text messages”).

United States v. Ganias, 755 F.3d 125 (2d Cir. 2014)
(finding after the court’s inquiry that a juror’s postings
about his jury service on a social networking site and
“friending” another juror during the trial and jury de-
liberations did not, under the particular facts, violate
the defendant’s right to an impartial jury).

Baird v. Owczarek, 2014 BL 147920 (Del.2014) (re-
versing a medical malpractice judgment where a juror’s
internet research constituted an improper extraneous
influence that was an egregious circumstance raising a
presumption of prejudice).

Chace v. Loisel, 2014 BL 18583 (Fla. Dist. Ct. App. 5th
Dist. Jan. 24, 2014) (finding that the trial judge’s efforts
to initiate ex parte contact with a litigant was prohibited
and warranted disqualification because it has the abil-
ity to undermine confidence in the judge’s neutrality).

J.T. v. Anbari, No. SD32562 (Mo. Ct. App. Jan. 23,
2014) (affirming defense verdict in medical malpractice
action and rejecting argument that juror engaged in
misconduct).

Lacy v. Lacy, 320 Ga. App. 739 (Ga. Ct. App. 2013)
(despite mother boasting on Facebook about a meeting
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with the judge in advance of a custody hearing, evi-
dence supported the award of custody).

Ehling v. Monmouth-Ocean Hosp. Serv. Corp., 961
F.Supp. 2d 659 (D.N.J. 2013) (since the plaintiff’s pri-
vacy settings permitted a coworker friend to see a post,
it was permissible for that friend to, without coercion,
share the post with management).

In re Collie, 406 S.C. 181 (S.C. 2013) (suspended an
attorney for failing to comply with their rule requiring
that attorneys admitted to practice law in South Caro-
lina must have, among other things, an e-mail address).

State of Tenn. v. Smith, 418 S.W.3d 38 (Tenn. 2013)
(finding the trial court should have held an evidentiary
hearing to identify all facts surrounding the extra-
judicial Facebook communication between a juror and
a State’s witness to determine if the misconduct was
harmless or prejudicial).

State v. Polk, No. ED98946 (Mo. Ct. App. Dec. 17,
2013) (stating that ““[w]e doubt that using social media
to highlight the evidence . . . and publicly dramatize the
plight of the victim serves any legitimate law enforce-
ment purpose or is necessary to inform the public . ..”,
but there was no evidence that jury knew of or was in-
fluenced by the prosecutor’s tweets).

Clore v. Clore, No. 2110967 (Ala. Civ. App. June 28,
2013) (finding that in a small town the fact that the
judge was friends on Facebook with the adult daughter
of the parents getting divorced did not justify recusal).

Juror No. One v. Superior Court, 142 Cal. Rptr. 3d
151 (Ct. App. 2012) (concluding that even if a juror had
a privacy interest in his posts, that interest was not ab-
solute and had to be balanced against the criminal de-
fendants’ rights to a fair trial).

Domville v. State, 103 So. 3d 184 (Fla. Dist. Ct. App.
4th Dist. 2012) (a judge’s friendship on Facebook with a
prosecutor conveys the lawyer friend is in a special po-
sition to influence judge).

Sluss v. Commonwealth, 381 S.W.3d 215 (Ky. Sup.
Ct. 2012) (the status of two jurors that were “friends”
of a minor victim’s mother on a social-networking web-
site was not, standing alone, a ground for a new trial
based on juror bias).

United States v. Daugerdas, 867 F.Supp. 2d 445
(S.D.N.Y. 2012) (failure to disclose that juror lied about
suspension from practice of law and criminal back-
ground resulted in convicted defendant’s waiver of his
right to challenge partiality of the juror).

Johnson v. McCullough, 306 S.W.3d 551 (Mo. Sup.
Ct. 2010) (en banc) (“in light of advances in technology
allowing greater access to information that can inform
a trial court about the past litigation history of venire
members, it is appropriate to place a greater burden on
the parties to bring such matters [nondisclosure by a ju-
ror] to the court’s attention at an earlier stage. Litigants
should not be allowed to wait until a verdict has been
rendered to perform a Case.net search for jurors’ prior
litigation history . ...”

Ethics Opinions

National Center for State Courts, Social Media and
the Courts (compilation of state ethics opinions on so-
cial media use available at: http://www.ncsc.org/Topics/
Media/Social-Media-and-the-Courts/State-Links.aspx?
cat=Judicial%20Ethics%20Advisory%200pinions%
200n%20Social%20Media).

West Virginia Lawyer Disciplinary Board, Social Me-
dia and Attorneys, L.E.O. No. 2015-02 (Sept. 22, 2015)
(providing an overview of social media ethics issues).

In re Hon. Michelle Slaughter, etc., Docket No. 15-
0001 (Special Court of Review of Texas Sept. 30, 2015)
(dismissing admonition for Facebook posts by judge
during trial).

Colorado Bar Association Ethics Committee, Use of
Social Media for Investigative Purposes, Op. 127 (Sept.
2015) (““This opinion addresses ethical issues that arise
when lawyers, either directly or indirectly, use social
media to obtain information regarding witnesses, ju-
rors, opposing parties, opposing counsel, and judges.
The opinion also addresses circumstances in which law-
yers seek to access restricted portions of a person’s so-
cial media profile or website that ordinarily may be
viewed only by permission.”).

Professional Ethics of the Florida Bar, Op. 14-1 (June
25, 2015, approved by The Florida Bar Board of Gover-
nors on Oct. 16, 2015) (““A personal injury lawyer may
advise a client pre-litigation to change privacy settings
on the client’s social media pages so that they are not
publicly accessible. Provided that there is no violation
of the rules or substantive law pertaining to the preser-
vation and/or spoliation of evidence, the lawyer also
may advise that a client remove information relevant to
the foreseeable proceeding from social media pages as
long as the social media information or data is pre-
served.”).

Pennsylvania Bar Ass’n Formal Op. 2014-300 (Sept.
2014) (“Ethical Obligations for Attorneys Using Social
Media”).

Massachusetts Bar Ass’n Ethics Op. 2014-5 (May 8,
2014) (using social media to “friend” an unrepresented
adversary).

ABA Formal Op. 466 (April 24, 2014) (“Lawyer Re-
viewing Jurors’ Internet Presence”).

Oregon State Bar Legal Ethics Comm. Formal Op.
2013-189 (Feb. 2013) (“Accessing Information about
Third Parties Through a Social Networking Site”).

ABA Formal Op. 462 (Feb. 21, 2013) (“Judge’s Use of
Electronic Social Networking Media”’— when used with
proper care it does not compromise their judicial duties
under the Model Code any more than traditional forms
of communication).

New Hampshire Ethics Comm. Advisory Op. 2012-
13/05 (June 20, 2013 ) (“Social Media Contact with Wit-
nesses in the Course of Litigation™).

San Diego Cty. Bar Ass’'n Legal Ethics Op. 2011-2
(May 24, 2011) (“friending”).

NYCLA Comm. on Prof. Ethics, Formal Op. No. 743
(May 18, 2011) (“Lawyer investigation of juror internet
and social networking postings during conduct of
trial”).

Association of the Bar of the City of New York
Comm. on Prof. Ethics Formal Op. 2010-2 (Sept. 2010)
(““Obtaining Evidence from Social Networking Web-
sites™).

Philadelphia Bar Ass’n Prof. Guidance Comm. Op.
2009-02 (using a third party to “friend” a witness and,
by so doing, obtain access to witness’ social media post-
ings).

Secondary Sources
Arianne Fuchsberger, “Social Media Searches: Go
Beyond the Google,” Lexology (Dec. 26, 2015) (provid-
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ing tips on locating a complete picture of a person’s on-
line presence).

Debra Cassens Weiss, “BigLaw Partner is Ordered to
Donate $5,000 for Tweeting Photos During Federal
Trial,” ABA Journal (Dec. 15, 2015).

NYSBA Social Media Jury Instructions Report (Dec.
8, 2015) (“To reduce the potential impact of improper
social media communications on jury trials, the Section
recommends that courts, as discussed above, should:
(1) consult with counsel prior to jury selection concern-
ing the potential review and/or monitoring of ‘public’ ju-
ror social media communications during jury selection,
trial and/or deliberations; (2) consider the Section’s re-
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